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Offers immediate, secure network
access to captured evidence data stored in the
Forensic Dossier® tray or MPFS™

Streamlines and automates evidence data
transfer process to quickly move from
acquisition to analysis

Reduces storage media investment; eliminates
need for duplicate copies of evidence drives to
distribute to analysts

Modular design provides seamless connectivity
with the Forensic Dossier® and MPFS™

BENEFITS/FEATURES

= Configure NETConnect as a NAS (Network Attached Storage); multiple users
on the network can immediately start working with the evidence data stored
in the attached Dossier tray or MPFS, or can copy data to any network
location or their local drive

Fast access to evidence data is provided with high-speed “push” or
transfer feature (using FTP, CIFS or NFS file access protocols) to any work-
station or storage device on the network. Users can quickly preview data or
copy data to a local drive or to any other directory on the network

Data transfer integrity is ensured with a verification feature; either remote
verification (comparing MD5 hash values for each file transferred) or
read-back verification (byte-by-byte comparison of each file)

NetConnect’s live acquisition feature captures a “snapshot” of the suspect
PC’s volatile memory. Forensic investigators can access important data
such as passwords, IP addresses, what processes were running and other
data not typically stored on the hard drive

= Use iSCSI protocol with NETConnect to view any hard drive stored in the
Dossier tray as a physical drive in its native format
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Fast Network Access
to Forensic Data

Capturing forensic evidence data is only one step in the investigation
process. Once collected, data needs to be available quickly
for analysis. Investigations may require that digital evidence be
examined by multiple investigators in parallel; each investigator
tackling different files or working on the same file and performing
different analysis processes. As data size continues to grow
exponentially traditional methods of copying captured evidence
drives to a local PC for analysis or for distribution to the analyst
team is cumbersome and time-consuming.

NETConnect™ provides automated high speed network access
to evidence data for any size organization. Used in conjunction with
the Forensic Dossier® tray or with Logicube’s MPFS™ the
NETConnect™ shortens the timeline from capture to analysis phase
with a sophisticated but simple to use solution.

The NETConnect is a key component in a Total Forensic Solution
that includes the Forensic Dossier® and the MPFS™. The combined
power of these products provides fast evidence capture, expanded
storage capability and immediate network access to evidence
data to multiple investigators.

= A disk management feature allows users to quickly move to the next capture
session. Once data transfer and verification is completed users can wipe and
if desired format evidence drives stored in the attached Dossier tray or MPFS

= Improve efficiency by automating the transfer/push and verification process
with NETConnect’s convenient Macro feature. The preconfigured Macro
command can be set to transfer, verify and perform disk management
functions such as wipe and format if required

= Built-in security is provided with a full set of administration functions.
Administrators can establish user names, passwords, manage access
control and maintain credentials, set destination IP addresses and domain
names

= Network protocols supported include ARP, 1P, UDP, TCP, HTTP, ICMP,
BOOTP/DHCP, DNS, MDNS, Telnet, iSCSI

= Data transfer rate of up to 7GB/min (depending on your network infrastructure
performance) using 10/100/1000 Gigabit Ethernet interface
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CONFIGURE NETCONNECT AS A NAS
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A "Macro” can be set up in NETConnect to automatically transfer, verify and then wipe and/or
format evidence drives so they are ready for the next data capture session using Dossier

IN THE BOX

The NETConnect™ is shipped with:
= Network Cable = Users’ Guide & Software CD

SPECIFICATIONS

Power Power Operating Relative Net : .
Requirements Consumption Temperature Humidity Weight Dimensions
TBD >170 Watts 10-35C (50-95F) 10% to 80% 2lbs. 110z 10.50” x 8.3" x 2.5”
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Agency
Approvals

RoHs compliant
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